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ABSTRACT

This study examines the legal protection of customers who suffer financial losses
from cyber banking fraud within the Indonesian digital banking system and
reconstructs the model of bank liability in response to emerging cybersecurity
risks. The novelty of this research lies in the development of an integrated liability
reconstruction model that combines proportional liability, enhanced cybersecurity
obligations, and mandatory customer compensation mechanisms as a unified
framework for customer financial protection. Employing normative legal research
with statutory, conceptual, and comparative approaches, the study analyzes
banking regulations, consumer protection laws, electronic transaction regulations,
and relevant legal doctrines concerning financial accountability in cyberspace. The
findings demonstrate that the current regulatory framework remains fragmented
and reactive, creating legal uncertainty regarding the allocation of liability
between banks and customers in cyber fraud cases. Existing practices frequently
place a disproportionate burden on customers by invoking negligence defenses,
despite banks exercising substantial control over digital security infrastructures
and transaction systems. To address this gap, the study proposes a reconstructed
liability model that allocates responsibility according to the degree of control over
cyber risks, imposes a heightened duty of cybersecurity compliance on banks, and
establishes a customer-centered compensation scheme for unauthorized digital
transactions. This model contributes to the advancement of banking law by
providing a more balanced framework of accountability and financial protection.
Practically, it offers regulatory guidance for policymakers, strengthens
institutional responsibility for banks, and supports consumer protection agencies
in developing more effective mechanisms for resolving cyber banking fraud
disputes.
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INTRODUCTION

Although previous studies have provided valuable insights into customer
protection within digital banking environments, important gaps remain in the
existing scholarship. Agusthin et al. (2024) examined legal protection against
phishing crimes in Indonesian digital banking services and emphasized the need
to strengthen consumer protection mechanisms in cyberspace. Similarly,
Chairunnisa et al. (2024) analyzed legal protection for victims of phishing and
hacking under Indonesian positive law and found that existing legal frameworks
face substantial limitations in responding to evolving cybercrime methods. Az-
Zahra and Labib (2025) further highlighted the weak legal certainty experienced
by victims of cyber banking fraud due to the absence of comprehensive
regulations governing institutional accountability in unauthorized digital
transactions. Likewise, Dluha and Ariska (2021) focused on legal protection for
internet banking users based on consumer protection law and concluded that
existing mechanisms remain largely reactive rather than preventive. From a
different perspective, Akinbowale et al. (2024) emphasized the importance of
integrating fraud investigation and mitigation strategies to strengthen institutional
resilience against cyber threats.

Despite these contributions, previous studies primarily concentrate on
customer protection, cybercrime prevention, and dispute resolution mechanisms,
while providing limited analysis of how legal responsibility should be allocated
between customers and banks when cyber banking fraud occurs. Existing
scholarship generally treats banks as service providers subject to consumer
protection obligations but does not critically examine banks as institutions
possessing substantial control over digital infrastructures, cybersecurity systems,
authentication mechanisms, and transaction monitoring processes. Consequently,
the normative basis for determining the scope and extent of bank accountability in
unauthorized digital transactions remains insufficiently developed.

Furthermore, the existing literature has not adequately integrated banking
law, consumer protection law, and cyber law into a unified framework capable of
addressing the complex legal relationships arising from cyber banking fraud. Most
studies adopt a descriptive approach to legal protection and cybersecurity
governance without proposing a comprehensive reconstruction of institutional
accountability. As a result, significant legal uncertainty persists regarding whether
financial losses caused by cyber fraud should be borne by customers, banks, or
both parties according to their respective levels of control over cyber risks.
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The jurisdictional focus of this study is Indonesia, where the rapid growth
of digital banking services has generated new legal challenges concerning
customer financial protection and institutional accountability. Although Indonesia
has enacted various regulations concerning banking activities, electronic
transactions, and consumer protection, these regulatory instruments remain
fragmented and do not provide a clear framework for allocating liability in cyber
banking fraud cases. This regulatory condition creates uncertainty in the
resolution of unauthorized digital transaction disputes and may weaken public
trust in digital banking services.

The novelty of this study lies in its reconstruction of bank accountability
within cyber banking fraud cases through an integrated legal framework that
combines customer financial protection, cybersecurity governance, and
institutional responsibility. Unlike previous studies that mainly discuss customer
rights or fraud prevention measures, this research specifically develops a
normative accountability model based on proportional liability principles,
enhanced cybersecurity obligations, and customer-centered financial protection.
The proposed framework positions banks not merely as passive intermediaries but
as institutions with strategic control over digital security systems and risk-
management mechanisms. Therefore, the study argues that the allocation of legal
responsibility should reflect the degree of institutional control over cyber risks
rather than relying solely on customer negligence as the basis for determining
liability.

This theoretical approach contributes to the development of banking and
economic law by introducing a risk-based accountability paradigm that responds
to the realities of digital financial transactions. It also complements previous
findings concerning the need for stronger consumer protection and cybersecurity
governance in digital banking systems (Islam et al., 2020; Buchi et al., 2019).
Accordingly, this study aims to analyze the weaknesses of existing legal protection
mechanisms for victims of cyber banking fraud in Indonesia and to formulate a
more responsive model of bank accountability capable of strengthening legal
certainty, customer financial protection, and public trust in the digital banking
sector.

RESEARCH METHODS

This study employed a qualitative legal research method with an
interdisciplinary approach to examine customer financial protection and bank
accountability in cyber banking fraud cases within digital banking systems.
Qualitative research was selected because the study emphasizes an in-depth
understanding of legal norms, regulatory frameworks, and institutional
responsibilities related to cyber-based financial crimes. According to Kaelan
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(2010), qualitative interdisciplinary research is intended to analyze complex social
and legal phenomena comprehensively by integrating various scientific
perspectives relevant to the object of study. In this context, the research combines
approaches from economic law, banking law, consumer protection law, and cyber
law to construct a comprehensive analysis regarding legal protection for
customers who suffer financial losses due to digital banking fraud.

This research applied a normative juridical approach supported by
conceptual and statutory approaches. The statutory approach was used to analyze
regulations governing digital banking transactions, consumer financial protection,
electronic transactions, and bank liability in cyber fraud cases. Meanwhile, the
conceptual approach was employed to examine legal doctrines and theoretical
concepts  concerning institutional accountability, customer protection,
cybersecurity governance, and digital financial justice. Through these approaches,
the study aimed to identify weaknesses within existing legal frameworks and
formulate a more responsive model of bank accountability in the digital banking
era.

The sources of data in this research consisted primarily of secondary legal
materials, including laws and regulations, academic journals, legal doctrines,
books, research reports, and relevant scientific publications concerning cyber
banking fraud and digital financial protection. The study particularly reviewed
recent scholarly discussions related to phishing, hacking, unauthorized digital
transactions, and consumer financial rights within banking systems. Data
collection was conducted through library research by systematically identifying,
reviewing, and classifying legal materials relevant to the research problem.
Sugiyono (2016) explains that qualitative research emphasizes the exploration of
meanings, interpretations, and contextual understanding of social phenomena
through systematic data collection and analysis processes.

The collected data were analyzed descriptively and analytically using
qualitative analysis techniques. The analysis process involved interpreting legal
norms, comparing existing regulatory frameworks, and evaluating the extent of
bank liability in customer financial loss cases caused by cybercrime. Furthermore,
the study developed a legal reconstruction framework aimed at strengthening
customer financial protection through responsive banking regulations, enhanced
cybersecurity obligations, and proportional institutional accountability within
digital banking systems. Through this analytical framework, the research is
expected to contribute both theoretically and practically to the development of
economic law in addressing increasingly sophisticated cyber banking fraud.
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RESULTS AND DISCUSSION
Legal Framework and Emerging Patterns of Cyber Banking Fraud

The rapid development of digital banking systems has fundamentally
transformed the structure of financial transactions and customer interaction within
modern banking institutions. The emergence of mobile banking, internet banking,
electronic payment systems, and financial technology integration has accelerated
economic efficiency and expanded public access to banking services across various
regions of the world. Aker and Mbiti (2010) explained that digital communication
technology, particularly mobile-based financial access, significantly contributes to
economic development by increasing transaction efficiency and financial
accessibility. In the banking sector, digital transformation has encouraged
financial institutions to adopt more sophisticated service systems capable of
responding to the demands of fast, flexible, and technology-oriented financial
transactions. Buchi et al. (2019) further emphasized that banking institutions in the
era of the Fourth Industrial Revolution are increasingly dependent on digital
infrastructures, algorithmic systems, and integrated online services that reshape
traditional banking operations into technology-driven financial ecosystems.

Despite these advantages, the rapid expansion of digital banking has
simultaneously generated new legal and cybersecurity vulnerabilities. The
increasing dependence on electronic transaction systems has exposed customers to
various forms of cyber banking fraud, including phishing, hacking, malware
attacks, identity theft, social engineering, unauthorized account access, and OTP
theft. Kaur and Ramachandran (2021) argued that the evolution of cybersecurity
threats has become increasingly complex due to the sophistication of digital
technologies and the growing interconnectivity between wusers, financial
institutions, and online systems. This condition creates broader opportunities for
cybercriminals to exploit weaknesses in digital financial systems. The Bangladesh
Cyber Threat Landscape Report 2024 identified phishing attacks and credential
theft as dominant threats affecting banking consumers and digital financial
institutions in contemporary cyber environments (BGD e-GOV CIRT, 2024).
Similarly, the study entitled Cyber Fraud and Identity Theft in Bangladesh: A
Rising Concern (2025) highlighted that identity theft and unauthorized banking
transactions continue to increase due to weak cybersecurity awareness and
insufficient preventive mechanisms within digital financial services.

Phishing has become one of the most dominant forms of cyber banking
fraud because it manipulates customers psychologically to disclose confidential
financial information such as passwords, PINs, and one-time passwords. Agusthin
et al. (2024) explained that phishing crimes in digital banking services in Indonesia
have evolved from simple deception into highly organized cyber manipulation
involving fake websites, fraudulent communication channels, and social
engineering strategies. Likewise, Chairunnisa et al. (2024) argued that hacking and
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phishing attacks against digital banking customers reveal serious weaknesses in
legal protection mechanisms because many victims experience financial losses
without obtaining adequate legal remedies. In practice, customers are frequently
placed in vulnerable positions because banks tend to categorize fraud incidents as
customer negligence rather than institutional failure in maintaining digital
security systems.

The increasing pattern of cyber banking fraud also reflects the growing gap
between technological innovation and legal adaptation. Brici and Achim (2023)
observed that the digitalization of public and financial services contributes not
only to economic modernization but also to the escalation of economic and
financial crimes in cyberspace. This indicates that regulatory systems often fail to
keep pace with rapidly evolving cyber threats. Modi et al. (2021), in their analysis
of e-banking fraud and legal systems in India, found that legal regulations
concerning electronic banking frequently remain fragmented and reactive, thereby
creating uncertainty regarding institutional accountability in unauthorized
transaction cases. Similar conditions are evident in Indonesia, where legal
protection for digital banking customers remains dispersed across banking
regulations, electronic transaction laws, and consumer protection frameworks
without a comprehensive mechanism specifically addressing cyber banking fraud.

From a legal perspective, the relationship between banks and customers
within digital banking systems is increasingly complex because banking services
are now highly dependent on electronic infrastructures and third-party
technological integrations. Cvijovic et al. (2017) emphasized that modern banking
services prioritize customer relationship management through digital interaction
systems designed to improve efficiency and customer satisfaction. However, this
technological dependency also increases institutional responsibility in maintaining
transaction security and protecting customer financial data. Islam et al. (2020)
argued that service quality in banking sectors significantly influences customer
trust and loyalty, particularly regarding reliability, security, and institutional
responsiveness. Consequently, when customers suffer financial losses due to
unauthorized digital transactions, the issue extends beyond individual negligence
and becomes a matter of institutional accountability and risk governance.

The legal framework governing cyber banking fraud therefore requires a
more adaptive and responsive approach capable of balancing technological
innovation with customer protection. Existing consumer protection mechanisms
are often insufficient because they primarily focus on dispute resolution after
losses occur rather than establishing preventive cybersecurity obligations for
banking institutions. Dluha and Ariska (2021) noted that legal protection for
internet banking users under consumer protection law remains largely reactive
and fails to comprehensively address digital financial risks. In response to this
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challenge, Akinbowale et al. (2024) emphasized the importance of integrating
fraud investigation, mitigation strategies, and institutional cybersecurity
frameworks within banking systems to strengthen protection against emerging
cyber threats.

The increasing sophistication of cyber banking fraud demonstrates the
necessity of reconstructing bank accountability within digital financial systems.
Malagén Medina (2023) argued that banking institutions possess strategic control
over electronic transaction systems and therefore cannot entirely shift
responsibility to customers in cases of fraudulent digital transactions. Banks
maintain control over authentication systems, transaction monitoring,
cybersecurity infrastructure, and fraud detection mechanisms, which places them
in a stronger institutional position compared to customers. This perspective
supports the argument that legal responsibility in cyber banking fraud should be
proportionally distributed based on institutional capacity, risk management
obligations, and the principle of prudential banking.

The development of digital financial systems requires stronger regulatory
supervision and preventive governance mechanisms. Nababan et al. (2019)
emphasized the importance of strengthening regulatory sandbox mechanisms and
prudential principles within financial technology systems to ensure institutional
accountability and consumer protection. This principle is equally relevant within
digital banking services because financial institutions operating in cyberspace
must adopt enhanced security standards and adaptive regulatory compliance
measures. Therefore, the legal framework concerning cyber banking fraud should
not merely focus on criminal punishment but must also emphasize preventive
legal protection, institutional accountability, cybersecurity governance, and
customer financial justice within increasingly complex digital banking ecosystems.

Regulatory Weaknesses and Bank Accountability in Customer Financial Loss
Cases

The rapid expansion of digital banking services has created significant legal
and regulatory challenges concerning customer financial protection and
institutional accountability in cyber banking fraud cases. Digital transformation in
the banking sector has undoubtedly increased efficiency, accessibility, and
financial inclusion, yet it has simultaneously intensified vulnerabilities associated
with cybercrime, unauthorized transactions, and electronic fraud. Wahyudi and
Nugroho (2022) explained that the digital transformation of banking institutions
generates both opportunities and risks because financial services increasingly
depend on interconnected technological systems that are susceptible to
cyberattacks. Similarly, Prasetyo and Hidayat (2021) argued that digital banking
development in Indonesia has outpaced the evolution of legal and cybersecurity
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frameworks, thereby creating gaps in customer protection mechanisms and
institutional supervision.

One of the major regulatory weaknesses in digital banking systems lies in
the fragmented nature of legal protection governing electronic financial
transactions. Existing regulations concerning banking law, electronic transactions,
consumer protection, and cybersecurity often operate separately without
comprehensive integration capable of addressing complex cyber banking fraud
cases. Ningrum and Robekha (2023) noted that cybercrime involving internet
banking in Indonesia demonstrates the inadequacy of existing legal regulations in
responding to rapidly evolving technological crimes. This fragmentation creates
uncertainty regarding institutional liability, especially in cases where customers
lose funds through phishing, hacking, or unauthorized account access. In practice,
customers frequently encounter difficulties in proving whether financial losses
resulted from personal negligence or weaknesses within banking security systems.

The problem becomes more complex because cyber banking fraud
increasingly relies on sophisticated manipulation techniques targeting customer
psychology and digital behavior. Ramadhanti et al. (2024) explained that phishing
operations in cyberspace involve deceptive methods such as fake banking
websites, fraudulent text messages, manipulated communication channels, and
social engineering practices designed to obtain sensitive customer information.
Consequently, cyber fraud is no longer merely a technical cybersecurity issue but
also a broader legal problem involving institutional responsibility, customer
vulnerability, and digital risk governance. Despite this reality, banking institutions
often argue that customers bear full responsibility for losses caused by disclosure
of passwords, OTP codes, or personal information. Such arguments demonstrate
the imbalance of legal power between customers and financial institutions within
digital banking relationships.

Current regulatory systems tend to emphasize reactive dispute resolution
mechanisms rather than preventive institutional obligations. Sitorus (2023)
observed that legal protection for customers experiencing fraud in digital banking
transactions remains limited because regulatory approaches largely focus on
complaint handling after losses occur instead of strengthening preventive
cybersecurity systems. Similarly, Putrianda (2023) found that customers using
internet banking services in Indonesia often face procedural difficulties when
seeking compensation for unauthorized transactions. Banks frequently rely on
standard contractual clauses and transaction records to reject customer claims,
even though customers generally possess weaker bargaining positions and limited
technological understanding compared to financial institutions.

This situation reveals significant weaknesses in the implementation of the
prudential principle within digital banking governance. Nababan et al. (2019)
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emphasized the importance of strengthening regulatory sandbox mechanisms and
scoring systems to ensure prudential supervision in digital financial services.
However, in practice, many banking institutions continue prioritizing service
expansion and technological innovation without adequately balancing
cybersecurity investment and customer protection standards. Setyawan (2021)
argued that cybersecurity within Indonesian digital banking systems still faces
substantial challenges due to insufficient monitoring mechanisms, weak
authentication systems, and limited institutional preparedness against
sophisticated cyber threats. Consequently, when cyber banking fraud occurs,
customers frequently become the primary victims of institutional vulnerabilities
embedded within digital banking infrastructures.

The issue of bank accountability in customer financial loss cases therefore
becomes increasingly significant within modern financial systems. Malagén
Medina (2023) argued that banking institutions possess strategic control over
electronic transaction systems and should therefore bear proportional civil
responsibility for fraudulent transactions conducted through digital banking
channels. Banks control authentication technologies, transaction verification
systems, cybersecurity infrastructures, and customer data management processes.
Consequently, shifting full responsibility to customers in cases of cyber fraud
reflects an imbalance in legal responsibility and contradicts the principle of
fairness within consumer protection law. This perspective supports the argument
that banks should not merely function as passive intermediaries but must actively
ensure transaction security and fraud prevention within digital financial
ecosystems.

The growing number of cyber banking fraud cases across various countries
further demonstrates the urgency of regulatory reform. Reports from Bangladesh
indicate that digital financial fraud has become increasingly widespread within
mobile banking and online transaction systems. The Digital Financial Fraud
Report published by Prothom Alo (2025) revealed a significant increase in
unauthorized digital transactions involving banking and mobile financial services.
Similarly, The Daily Star (2025) reported that scammers successfully targeted
dozens of bank credit cards and caused substantial financial losses through cyber
manipulation techniques. These cases illustrate that cyber banking fraud is not
confined to isolated incidents but constitutes a transnational financial crime
problem requiring stronger regulatory coordination and institutional
accountability.

The expansion of mobile financial services has also intensified cybersecurity
concerns within digital banking systems. Rashid (2025) explained that mobile
financial services contribute significantly to financial accessibility and economic
activity, particularly in developing countries. Sharif et al. (2024) similarly
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emphasized that mobile financial systems provide substantial economic benefits
while simultaneously increasing risks associated with data breaches, fraud, and
cyber exploitation. Transparency International Bangladesh (2025) further
highlighted that weaknesses in institutional governance and insufficient
cybersecurity supervision contribute to rising financial vulnerabilities within
digital transaction ecosystems. These findings demonstrate that digital financial
inclusion without adequate cybersecurity governance may ultimately expose
customers to greater financial risks.

Another regulatory weakness concerns the imbalance between financial
literacy development and technological expansion. Rahayu and Santoso (2022)
argued that financial literacy plays a crucial role in strengthening financial
inclusion and customer awareness regarding digital financial risks. Likewise,
Wijaya and Hardianto (2023) emphasized that digital banking education is
essential for bridging financial literacy and secure financial participation.
However, despite increasing public access to digital banking services, customer
understanding regarding cybersecurity risks often remains limited. Banking
institutions frequently promote digital convenience and transaction speed without
sufficiently educating customers about fraud prevention and cybersecurity
awareness. This imbalance contributes to the increasing vulnerability of customers
within digital banking environments.

From a broader legal perspective, customer financial protection constitutes
an integral component of human rights protection and legal justice. Setiawan
(2015) argued that legal protection reflects the state’s obligation to ensure justice,
security, and equality before the law. In the context of digital banking fraud, this
principle implies that customers suffering financial losses due to institutional
weaknesses should receive adequate legal protection and effective compensation
mechanisms. Furthermore, the relationship between financial supervision
institutions and banking regulators also significantly influences the effectiveness
of customer protection systems. Zaini (2013) explained that the relationship
between Bank Indonesia and the Financial Services Authority (OJK) after the
transfer of banking supervisory functions requires effective institutional
coordination to ensure financial system stability and consumer protection. Weak
coordination between regulatory institutions may ultimately hinder effective
supervision of digital banking security and institutional accountability.

The current regulatory framework governing cyber banking fraud remains
insufficient to address increasingly sophisticated digital financial crimes. Existing
legal systems still tend to prioritize formal transaction verification rather than
substantive customer protection and institutional cybersecurity responsibility.
Consequently, reconstructing bank accountability within digital banking systems
becomes necessary to establish a more balanced legal framework capable of
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integrating prudential principles, cybersecurity governance, consumer protection,
and institutional responsibility in responding to customer financial loss cases
caused by cybercrime.

Reconstructing Customer Financial Protection and Bank Liability in Digital
Banking Systems

The reconstruction of customer financial protection and bank liability
within digital banking systems has become increasingly urgent due to the rapid
escalation of cyber banking fraud and the growing dependence of society on
electronic financial transactions. Digital banking services have transformed the
traditional relationship between banks and customers into a highly technology-
dependent interaction in which financial transactions are conducted through
mobile applications, internet banking platforms, electronic payment systems, and
integrated financial technologies. This transformation has generated substantial
economic benefits by improving transaction efficiency, financial accessibility, and
customer convenience. Aker and Mbiti (2010) explained that digital
communication technologies significantly contribute to economic development by
expanding financial access and increasing economic participation within modern
societies. Similarly, Rashid (2025) emphasized that mobile financial services have
strengthened economic activities and financial inclusion in developing countries
by facilitating faster and more accessible financial transactions. However, these
technological advancements simultaneously expose customers to increasingly
sophisticated cyber risks, including phishing, identity theft, hacking, and
unauthorized electronic transactions, thereby requiring stronger legal protection
and institutional accountability frameworks. (Aker & Mbiti, 2010; Rashid, 2025).

The existing legal framework governing digital banking systems remains
insufficient to address the complexity of cyber financial crimes because current
regulations are predominantly reactive rather than preventive. Existing legal
systems often focus on dispute settlement after customer losses occur instead of
establishing comprehensive obligations for banks to prevent cyber fraud through
advanced cybersecurity governance. Agusthin et al. (2024) argued that legal
protection for customers against phishing crimes in digital banking services
remains weak because regulatory systems have not fully adapted to evolving
cybercrime methods. Likewise, Az-Zahra and Labib (2025) observed that
customers experiencing losses from phishing and cyber fraud frequently
encounter difficulties in obtaining compensation due to the absence of clear
standards concerning institutional liability in digital financial transactions. This
regulatory weakness demonstrates the need to reconstruct legal principles
governing bank responsibility by shifting from a customer-burdened liability
model toward a proportional institutional accountability approach capable of
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reflecting the realities of contemporary digital banking systems. (Agusthin et al.,
2024; Az-Zahra & Labib, 2025).

A reconstructed framework of customer financial protection should
therefore place cybersecurity governance as a central legal obligation of banking
institutions. In digital banking environments, banks possess strategic control over
authentication systems, transaction monitoring infrastructures, customer data
management, and fraud detection mechanisms. Consequently, banks cannot
merely position themselves as passive service providers while transferring
cybersecurity risks entirely to customers. Malagén Medina (2023) emphasized that
banking institutions maintain substantial control over electronic transaction
channels and therefore should bear proportional civil responsibility for fraudulent
transactions occurring within their systems. This perspective is reinforced by
Setyawan (2021), who argued that cybersecurity within digital banking systems
requires continuous institutional supervision, sophisticated security infrastructure,
and adaptive technological responses to emerging cyber threats. Accordingly, the
reconstruction of bank liability should integrate the principle of enhanced
cybersecurity duty, which obligates banks to actively prevent, detect, and mitigate
cyber fraud risks affecting customers. (Malagén Medina, 2023; Setyawan, 2021).

The reconstruction of customer protection must also involve the
transformation of prudential principles within digital financial governance.
Traditional prudential principles primarily emphasize financial stability and
institutional solvency, whereas contemporary digital banking systems require
prudential standards that additionally prioritize cybersecurity resilience and
customer data protection. Nababan et al. (2019) highlighted the importance of
strengthening regulatory sandbox mechanisms and prudential supervision within
financial technology systems to ensure institutional accountability and customer
security. Similarly, Suryanto (2022) explained that data security constitutes a
fundamental component of digital banking governance because financial
institutions increasingly rely on interconnected technological systems vulnerable
to cyber exploitation. Therefore, prudential principles in digital banking should be
expanded to include mandatory cybersecurity audits, transaction anomaly
monitoring, fraud detection systems, and preventive customer protection
mechanisms as integral legal obligations of financial institutions. (Nababan et al.,
2019; Suryanto, 2022).

In addition to institutional reform, the reconstruction of customer financial
protection also requires stronger regulatory coordination among supervisory
authorities responsible for digital financial governance. Zaini (2013) explained that
the relationship between Bank Indonesia and the Financial Services Authority
(OJK) plays a crucial role in ensuring banking supervision and consumer
protection within Indonesia’s financial system. However, the rapid evolution of
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cyber banking fraud demonstrates that institutional coordination among banking
regulators, cybersecurity agencies, and law enforcement authorities remains
insufficient to address increasingly transnational and technologically sophisticated
financial crimes. Rahman et al. (2025), in their comparative study between
Bangladesh and Singapore, found that countries with stronger interinstitutional
coordination and integrated cybersecurity governance tend to possess more
effective mechanisms for preventing online financial scams. Consequently,
reconstructing digital banking governance requires the establishment of
collaborative  regulatory frameworks integrating banking supervision,
cybersecurity monitoring, digital forensic investigation, and consumer financial
protection into a unified institutional mechanism. (Zaini, 2013; Rahman et al,,
2025).

The reconstruction of customer protection should also recognize the
importance of balancing technological innovation with customer rights and legal
justice. The rapid digitalization of banking systems has increased customer
dependence on electronic financial services, yet many customers still possess
limited understanding regarding cybersecurity risks and digital transaction
vulnerabilities. Rahayu and Santoso (2022) explained that financial literacy
significantly influences public participation and security awareness within digital
financial ecosystems. Likewise, Wijaya and Hardianto (2023) argued that digital
banking education is essential for bridging financial inclusion and secure financial
participation. Nevertheless, despite the expansion of digital banking services,
many financial institutions continue prioritizing service efficiency and market
expansion without adequately strengthening customer cybersecurity awareness.
Therefore, reconstructed customer protection frameworks should require banks to
implement mandatory digital literacy programs, cybersecurity education
initiatives, and transparent fraud prevention guidance as part of their institutional
obligations toward customers. (Rahayu & Santoso, 2022; Wijaya & Hardianto,
2023).

Another important aspect of reconstructing bank liability concerns the
adoption of proportional liability principles capable of balancing customer
responsibility and institutional accountability. Current banking practices
frequently rely on standard contractual clauses to deny liability whenever
customers disclose passwords, OTP codes, or personal information to third
parties. However, this approach fails to recognize the increasingly sophisticated
nature of cyber manipulation techniques targeting customer psychology and
digital behavior. Ramadhanti et al. (2024) explained that phishing operations
increasingly involve highly organized social engineering strategies designed to
deceive customers through manipulated communication systems and fake digital
interfaces. Similarly, Kaushik (2025) found that online banking scams in India
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continue to increase because cybercriminals exploit customer trust and
institutional security weaknesses simultaneously. These findings indicate that
customer negligence cannot be interpreted narrowly because cyber fraud often
involves systemic vulnerabilities beyond individual customer control.
Consequently, reconstructed liability frameworks should adopt a risk-based
accountability model in which banks bear greater responsibility proportional to
their technological capacity and institutional control over digital transaction
systems. (Ramadhanti et al., 2024; Kaushik, 2025).

From a broader legal perspective, reconstructing customer financial
protection in digital banking systems also reflects the realization of legal justice
and human rights principles within modern financial governance. Setiawan (2015)
argued that legal protection constitutes a manifestation of state responsibility to
ensure justice, security, and equality before the law for all individuals. In digital
banking contexts, this principle requires states and financial institutions to provide
effective legal remedies, fair compensation mechanisms, and adequate
institutional safeguards for customers experiencing financial losses due to
cybercrime. Furthermore, Islamic legal perspectives concerning social justice and
protection of property rights may also strengthen the ethical foundation of
customer financial protection within digital banking systems. Riyani (2016)
explained that Islamic legal development historically emphasized the formation of
social order based on justice and collective protection of community interests.
Similarly, Abdur et al. (2022) demonstrated that legal enforcement within Islamic
legal systems prioritizes the protection of public welfare and legal certainty. These
principles are relevant in constructing modern financial protection systems that
emphasize institutional responsibility, fairness, and the protection of customer
property rights within increasingly complex digital economies. (Setiawan, 2015;
Riyani, 2016; Abdur et al., 2022).

Reconstructing customer financial protection and bank liability within
digital banking systems requires a comprehensive legal transformation capable of
integrating cybersecurity governance, prudential banking principles, institutional
accountability, financial literacy development, and customer rights protection into
a unified regulatory framework. Banking institutions should no longer rely solely
on formal transaction verification and standard contractual defenses when
responding to customer financial losses caused by cyber fraud. Instead, banks
must be legally obligated to implement proactive cybersecurity systems,
transparent risk mitigation mechanisms, effective fraud detection technologies,
and fair compensation procedures reflecting their institutional control over digital
financial infrastructures. Through this reconstruction, customer financial
protection can evolve from a reactive dispute-resolution model into a preventive
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and justice-oriented legal framework capable of responding to increasingly
sophisticated cyber banking fraud within modern digital financial ecosystems.

CONCLUSION

This study concludes that the rapid development of digital banking systems
has significantly increased customer vulnerability to cyber banking fraud,
including phishing, hacking, identity theft, and unauthorized electronic
transactions. Existing legal frameworks governing customer financial protection
and bank accountability remain fragmented, reactive, and insufficiently
responsive to the complexity of contemporary cybercrime. The findings
demonstrate that current regulations frequently place a disproportionate burden
on customers by emphasizing customer negligence while failing to adequately
recognize institutional weaknesses in cybersecurity governance and digital
transaction systems. As a result, customers who experience financial losses often
encounter legal uncertainty and difficulties in obtaining effective remedies and
compensation. The study further reveals that the increasing sophistication of cyber
fraud requires a more adaptive legal framework capable of integrating banking
law, consumer protection law, and cybersecurity governance within digital
financial ecosystems.

This research also concludes that reconstructing customer financial
protection and bank liability in digital banking systems is necessary to establish a
more balanced and justice-oriented regulatory framework. Banks should not
merely function as passive financial intermediaries but must bear proportional
responsibility for ensuring transaction security, protecting customer data, and
preventing cyber fraud through enhanced cybersecurity obligations and proactive
risk management systems. The reconstruction of bank accountability should
therefore incorporate stronger prudential principles, integrated regulatory
supervision, mandatory cybersecurity governance, and customer financial literacy
programs as essential components of digital banking regulation. Through this
approach, the legal framework for digital banking can provide more effective
customer protection, strengthen public trust in financial institutions, and create a
more secure and accountable digital financial environment in the era of
cybercrime.
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